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Introduction

‘ ‘ After my arrest, it has been difficult to believe there is
light at the end of the tunnel for internet freedoms’ ’ ’

The regulation of digital spaces in Pakistan
continues to move at an accelerated pace,
a momentum that brings with it more
curbs on the freedom of expression,
access to information, privacy rights, and % ¥ PECA2016

the right to life and liberty. The instruments " neous. oot

of governance that are used to monitor am—
digital spaces consist of criminal

legislation as well as laws predicated on

data collection, along with content

regulation tools, all of which undergird a complex and widely intersecting
legislative network that provides a legal basis for the censorship,
criminalisation and overall silencing of critical voices. This regulatory
network is reinforced by technologies and manoeuvres that are used to
bolster the overly broad reach of intrusive regulation within Pakistan.

Over the course of the eight years since passing into law, the Prevention of
Electronic Crimes Act 2016 (PECA) has gained a notorious reputation for its
impact on internet freedoms. The Act has been criticized by international
and domestic human rights observers and organisations, including former
UN Special Rapporteur on the promotion of the right to freedom of
expression, David Kaye, for its broad language subject to generous
interpretation by authorities. Digital Rights Foundation, in its submission to
the UN Human Rights Committee during Pakistan's second treaty body
review of the International Covenant on Civil and Political Rights (ICCPR),
noted that despite enacting legislation for the protection of journalists they
‘continue to face severe consequences for expressing dissenting opinions,
including forced disappearances, killings, and abductions."? In its
concluding observations, the Committee noted recommended that Pakistan
must:
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"Take all measures necessary to support a genuinely pluralistic

media landscape and ensure a safe and enabling environment

for the work of journalists, including by fully implementing the

Protection of Journalists and Media Professionals Act, 2021, and

swiftly establishing the Commission for the Protection of

Journalists and Media Professionals provided for in article 12 of
the Act!’?

It is well documented that legislation such as PECA has provided leeway to
officers of the law to arrest, detain and prosecute numerous human rights
defenders, political workers, digital content creators, journalists and ordinary
citizens - reinforcing that the PECA, and the laws that follow in its wake,
has an outsized and debilitating impact on online freedom of expression.

This report focuses on PECA and other laws in the same vein, to
understand their impact on the right to freedom of expression in Pakistan
for journalists, particularly the laws as they play out in the legal system, the
country's courts and its law enforcement agencies, as well as how they
place restrictions on free speech through political and social discourse.
Journalists and media practitioners, in particular, often the most visible
figures online due to their reporting and work, have borne the brunt of the
heavily regulated landscape in Pakistan.,

The report notes that one significant impact of aggressive regulation of
online spaces has been the “chilling effect” phenomenon, which provides a
partial explanation of the ways in which governance frameworks can instil
self-censorship as a pre-emptive protective mechanism. The report looks at
the unique political, legal and social context of Pakistan, and how that
engenders a larger social life of legislation that goes beyond the strictly
legal apparatus. Many of the participants in this research expressed
frustration with the theatrics of online legislation and regulation, used as a
means of signalling what speech is acceptable and what is unacceptable.
The report also finds that despite having access to overly broadly worded
laws, subject to generous interpretations that in turn give officers of the law
broad powers, the state finds itself turning to extra-legal mechanisms to
further target online speech, and the people that speak out.
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Methodology

This research report adopts a mixed-method
approach, to gain and develop a holistic view
with regards to online regulation. The first half
of the report draws on legislative analyses of
various laws used for online regulation as
well as on legal documents such as court
orders and First Information Reports (FIRs),
and public statements from state officials. The
report looks at a range of laws such as the
pivotal Prevention of Electronic Crimes Act,
2016 along with other criminal legal instruments applied to the digital
context, particularly select sections of the Pakistan Penal Code, 1860, the
Anti-Terrorism Act, 1997, Telegraph Act, 1885, and defamation laws.

The research further draws on a series of in-depth, qualitative interviews
with seven journalists across the country, documenting their experience
with online laws, which often resulted in punitive action. The research
findings are validated through expert interviews with three lawyers who
have experience of online regulations. The interviews were conducted
remotely between August to October 2024, To ensure the safety of
interviewees, and to honour their consent, details related to their cases, as
well as any other forms of identifying information, have been withheld. The
journalists interviewed for this report come from across the provinces of
Pakistan, including Azad Jammu and Kashmir, and include two women and
five men.

Lastly, the report makes recommendations to ensure that existing laws and
legal processes adhere strictly to constitutional rights, protections provided
under the Protection of Journalists and Media Professionals Act, 2021, as
well as international human rights law.
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Legal analysis

Journalists and media practitioners are
impacted by a range of laws and
regulatory instruments impacting
online spaces. The Prevention of
Electronic Crimes Act (PECA),* passed
in August 2016, and substantially
amended in January 20257 is a special
law dealing with digital spaces.
Parliamentary debates show that the
intention of the law was to legislate
against cyber crimes, particularly in
light of the National Action Plan to counter terrorism® following the
December 16, 2014 attack on an Army Public School in Peshawar.” Point 14
of the 2014 Plan stated the government take “[m]easures against abuse of
internet and social media for terrorism."®

PECA performs three essential functions: the introduction of criminal
offences relating to digital spaces and the prescription of penalties; the
provision of a mechanism for investigating and prosecuting cyber crimes;
and the empowerment of state institutions to "block” and “remove” online
content. While all three functions were already being performed by the
government prior to PECA being passed,® PECA itself had been envisioned
by the government as a necessary piece of legislation, in order to deal with
the challenges of the digital age.

The PECA was passed after over a year of back-and-forth and closed-door
consultations by the National Assembly’s Standing Committee on
Information Technology and Telecommunication, to the opposition and
concern of civil society™ and international human rights bodies.™
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PECA's impact on journalists

Of the 27 criminal offences outlined in
PECA (23 offences in 2016, 27 after
amendments in 2023, and 28 after 2025
amendments),™ those relating to online
speech have impacted journalists the
most, chief among these being Section
20, which deals with online defamation.
Though Section 20 was partly struck
down by the Islamabad High Court in
April 2022, on the grounds of
unconstitutionality,™ It has nonetheless
been upheld by the Lahore High Court
as being in line with the Constitution, and the law upholds the right to dignity
under Article 14 of the Constitution of Pakistan.”” Section 20's status, however,
remains uncertain, pending adjudication at the Supreme Court.™ While cases
under Section 20 were suspended in the immediate aftermath of the
Islamabad High Court order,” It is still being used in FIRs and as a basis for
the filing of new cases, as of the time of writing this report.” Research by the
Clooney Foundation for Justice has found that Section 20 is contrary to
international human rights standards, and has been weaponised to target
journalists in Pakistan.” The insertion of section 26A through the 2025
amendment, which stipulates a punishment for “false and fake information”
for up to three years,? could further use of PECA to silence speech in the
same vein as criminal defamation. DRF's analysis of the law notes that the
section “creates a vague criminal offence, potentially weaponized to suppress
accountability and construct malafide cases.'?

Other sections such as 10 (cyber terrorism),? 11 (hate speech)? and 24 (cyber
stalking)®* have known to have been used against journalists. In some cases,
Section 27, relating to offences against modesty of a person, has also been
inserted into FIRs opened against journalists.?

Defamation

The text of Section 20 states that it is an offence to harm the reputation and
privacy of a 'natural person’ However, it has been used as a basis to take
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action against speech that is critical of state institutions, particularly the armed
forces and judiciary. Perhaps in an attempt to respond to this legal infirmity in
the law, the government at the time enacted the Prevention of Electronic
Crimes (Amendment) Ordinance, 2022 to cover defamation of a “public figure
or a holder of public office’?

"The government needs to realise that reporting is not personal. If

| am reporting on corruption by a government department, | am

not harming the reputation of a natural person, | am reporting on

people in public positions. But defamation laws are not making
that distinction."?

Sections within the Pakistan Penal Code that pertain to defamation, Sections
499 and 500, have also been applied to online spaces, and have often been
included in First Information Reports (FIRs) field against journalists.?® The
Punjab Defamation Act, 2024,%° applicable to the province of Punjab, extends
to writings, signs, signals, pictures and sounds disseminated through “any
electronic device, intended to be received by the public through social media
websites, applications and platforms (including but not limited to Facebook,
Instagram, X/twitter, WhatsApp, TikTok") or "any other electronic or
information technology medium or technology.'*® The impact of the Act
remains to be seen,® as the legislation has been challenged at the Lahore
High Court since its approval®? and the court has since ordered
implementation of Sections 3, 5, and 8 of the Act to be halted.®*

Previous®* analyses of the Act by Digital Rights Foundation found it to violate
the rights to freedom of expression and fair trial. Concerns regarding the Act
have were shared by a woman interviewed for this report:

“When | read the Punjab Defamation Act, | realised that [the
government] doesn't want anyone reporting against them. [The
Act] places the burden of proof on you to prove your innocence.
Additionally, the fines imposed under the Act are so high that |
don't think any journalist can afford it on their average salary.'%

—

National security laws

In August 2023, amendments to the Pakistan Army Act, 1952 and Official
Secrets Act, 1923 brought electronic crimes under the ambit of these laws.
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The Pakistan Army (Amendment) Act, 2023 made anyone committing an
offence under PECA or “other relevant electronic, digital, social media laws” to
"undermine, ridicule or scandalize the Armed Forces of Pakistan] triable under
the Army Act, and in courts constituted under the Act.*” The punishment for
defaming the Armed Forces was also set to a maximum of two years under
the amended law.*

The Official Secrets (Amendment) Act, 2023* changed the definition of
‘document” to include "any written, unwritten, virtual, electronic, digital, or any
other tangible or intangible instrument”“° and the definition of “unauthorized
access” to include any "physical, electronic, or virtual access or contact, direct
or indirect, to a prohibited place, an information system, application, network,
data, processed or derived, or any such document or resource or prohibited
place which is not available for access by general public"* These
amendments added new offences which covered digital documents and
access that are now punishable for up to 14 years. These offences have been
tried under military courts, as part of a parallel judicial process not covered in
this report.

New legislation, old offences

While Chapter 2 of the PECA contains 27 offences relating to digital spaces,
Section 28 states that provisions of the Pakistan Penal Code, 1860 (PPC) are
applicable to PECA in so far as they are consistent with the PECA. Thus far,
nothing in the PPC has been deemed to be inconsistent with PECA. This has
meant that a range of offences, including sedition*®* and public ‘mischief,*
enacted in the British colonial era when the Code was brought into force, can
be transposed onto digital spaces allowing for a wider set of restrictions on
freedom of expression online than even PECA envisions.

Journalists have faced and continue to face charges under the PPC for online
speech and content, including social media posts made from their channels
and videos posted of them online. The plasticity of PECA has allowed law
enforcement agencies to be creative with the tactics they use to clamp down
on online speech, such as filing multiple cases with the police and Federal
Investigation Agency (FIA), or in multiple jurisdictions, and exploiting the
summons system of the FIA.#°
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Section Section Title

34 Acts done by several persons in furtherance of
common intention

102 Commencement and continuance of the right of
private defence of the body

109 Punishment of abetment if the Act abetted committed
in consequence and where no express provision is
made for its punishment

121 Waging or attempting to wage war or abetting waging
of war against Pakistan

121-A Conspiracy to commit offences punishable by Section
121

124-A Sedition

131 Incitement to mutiny

133 Abetment of assault by soldier, sailor or airman on his

superior officer, when in execution of his office

153 Provoking to cause riot

153A Promoting enmity between different groups, etc.

186 Obstructing public servant in discharge of public
functions

228 Intentional insult or interruption to public servant

sitting in judicial proceeding

279 Rash driving or riding on a public way
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295A Deliberate and malicious acts intended to outrage
religious feelings of any class by insulting Its religion or
religious beliefs

353 Assault or criminal force to deter public servant from
discharge of his duty

382 Theft after preparation made for causing death, hurt or
restraint in order to the committing of the theft

411 Dishonestly receiving stolen property

427 Mischief causing damage to the amount of fifty rupees

452 Trespassing

469 Forgery for the purpose of harming reputation

499 Defamation

500 Punishment for defamation

501 Printing or engraving matter known to be defamatory

503 Criminal Intimidation

505 Statements conducing to public mischief

506 Punishment for criminal intimidation

509 Word, gesture or act intended to insult the modesty of
a woman

Table 1: PPC sections used against journalists for online speech, as per DRF's
examination FIRs, till December 2024
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Section 505 of the PPC“ was added to the Schedule of the Federal
Investigation Agency Act, 1974 via a notification dated 3 November 20224
to target individuals who spread “rumours and false information against
state institutions” on social media.*® This allows the FIA to investigate and
inquire into cases related to section 505.

In 2023, a Bill was introduced in the Senate with the intention of stopping
violations by bringing powers of the FIA under “legal and just limitations"
The amendment Bill, which did not pass, proposed limiting powers of the
FIA to arrest without a warrant to cognizable offences and in situations
where there is a reasonable compliant and credible information has been
received for commission of an offence.

Journalism as terrorism

“The problem is that instead of using these laws, they are being
misused.””

Adding to the labyrinth of legislation weaponised against journalists and
media workers for their online speech, sections of the Anti-Terrorism Act,
1997 (ATA) have been used against them to penalize their online speech.®?
The broad and vague nature of the ATA has meant that the Act has been
interpreted to apply to a wide range of activities, including online speech.
The Supreme Court of Pakistan has urged®® narrow reading of offences
under the ATA in its 2019 landmark judgment under the Ghulam Hussain v
the State case,* however it remains widely used and journalists have
been caught in its dragnet.®

While the use of anti-terrorism laws to target journalists is well
documented,®® their use in the context of, and against, online speech,
however, raises further questions regarding jurisdiction, as anti-terrorism
cases are heard by special Anti-Terrorism Courts established under the ATA,
whereas cases relating to PECA are presumably heard by designated
courts. These questions are not often addressed by police and other law
enforcement agencies that add anti-terrorism sections to First Information
Reports (FIRs) against journalists. Furthermore, Section 10 of PECA already
contains the offence ‘cyber terrorism,%” and there is lack of legal clarity and
legal precedent dictating when each should apply to a particular case.
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Lastly, the use of anti-terrorism laws causes harm to journalists and their
work beyond the direct legal implications. One journalist interviewed noted
that the "use of these laws can be damaging to our reputation and insulting
as many have repeatedly put our lives at risk to report against extremist
elements in our area.’®®

The two sections in PECA that ostensibly pertain to terrorism-related
offences in digital spaces, Sections 9 and 10, suffer from similar issues of
vagueness as the ATA. This is particularly the case with Section 9,
"Glorification of an offence’,®® which lacks legal clarity in connection with
incitement to terrorism and fails to justify a necessary and legitimate
restriction on expression’®

Content moderation and internet shutdowns

Apart from criminalisation of online speech, journalists are also impacted by
laws that allow for internet censorship, takedown and interception of
content and frequent, arbitrary network shutdowns.

Prior to the 2025 amendment, the Pakistan Telecommunications Authority
(PTA) was empowered to block and remove “unlawful” online content “in
the interest of the glory of Islam or the integrity, security or defence of
Pakistan or any part thereof, public order, decency or morality, or in relation
to contempt of court or commission of or incitement to an offence under
this Act’, under section 37 of PECA. The exercise of this power was
elaborated under the Removal and Blocking of Unlawful Online Content
(Procedure, Oversight and Safeguards) Rules, 2021.5' The 2021 Rules
expand the powers of the PTA to block entire platforms, as opposed to
specific pieces of content, place restrictive time limits (12-48 hours) on
social media platforms to remove content, impose requirements on social
media companies to register within Pakistan and expand the criteria of the
PTA's content moderation powers. The Rules were challenged in various
high courts across the country for being ultra vires of their Parent Act,
however no ruling to this effect has been given.
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The 2025 amendment fundamentally alters the scheme of content
moderation with the creation of the Social Media Protection and Regulatory
Authority % with powers to “regulate the unlawful or offensive content on
the social media platforms accessible from Pakistan” and "“to partially or
fully block social media platform if it fails to comply with the provisions
under this Act until the compliance is made.’ % Further, the definition of
content that can be regulated under section 2R defining “unlawful or
offensive online content” has also expanded substantially. > Concerns have
been raised regarding the new Authority’s broad powers and implications
for online censorship. This report does not track the impact of these
amendment, however DRF's analysis notes:

"Given these powers and the potential for misuse, especially

when the definition of “unlawful online content” under section

2R is also expanded, the Regulatory Authority could become a

tool for persecution. This opens the door to excessive

censorship, with the potential for content to be removed or

blocked without clear or objective standards as previously
discussed! ©®

Furthermore, the practice of network and internet shutdowns in the country
is partially authorized by the Pakistan Telecommunication
(Re-Organization) Act, 1996 % to suspend services of internet service
providers through policy directives under Section 8(2)(c) of the Act.® This
power is frequently exercised for localised,® regional ° and nation-wide "
mobile network and mobile internet shutdowns. These shutdowns and the
wide discretion exercised by the government to limit internet access has
severely impacted journalists as well. An interviewee from Khyber
Pakhtunkhwa stated that:

‘A big challenge in the area | live in is that due to security
issues the internet is [frequently] shut down and mobile
internet access is limited. For instance, in Tirah Valley for the
last few weeks mobile internet has been shut down. The same
happened in Kurram due to an increase in violence. This
severely impacts citizen journalism and journalists who are
associated with digital platforms—even uploading a story can

become impossible. 72
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In 2020, the Supreme Court upheld the powers of the PTA to issue
directives for suspension of mobile network services for reasons of national
security or public safety in the case of Pakistan Telecommunication
Authority v CM Pak Limited. ™ The judgement overturned a 2018 decision
by the Islamabad High Court which held that the PTA's exercise of powers
to require network suspensions through its policy directive was ultra vires
of Section 54(3) of the Pakistan Telecommunication (Re-Organization) Act,
1996.7° Pakistan's legal framework fails to provide any safeguards against
network and internet shutdowns. These shutdowns often happen
unannounced and there is no requirement of transparency from the PTA to
furnish reasons for the shutdown. One journalist notes that the slowdown of
internet speeds experienced across the country in 2024 severely impacts
their work:

"We are now hearing about the installation of a firewall, but

who does this benefit? No one. Journalists who are working

online or using internet to contact sources or access evidence,
they all suffer’ 7
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Findings

Procedural harassment

“The FIA is just a continuation of traditional policing culture. |

tried pursuing a case on behalf of a [female] colleague who

was facing online harassment and my experience showed me

that the FIA lack the will and resources to pursue cases

effectively. The entire process was very disappointing as there

was very little understanding of the impact the harassment had
on my colleague."”’

A worrying trend in the use of regulations
regarding online laws has been the
practice of issuing summons to journalists
requiring them to join investigations against
them, often signalling the start of
harassment through the legal system.
Journalists have related that the process of
receiving and responding to notices can be
extremely onerous and result in
considerable hardship for them.”

As discussed earlier, the cyber crime wing
of the FIA was designated under section 29 of PECA as the investigation
agency tasked with investigating offences under the Act. Section 30 grants
powers to an authorised officer of the FIA” to investigate an offence. The
federal or provincial government is also empowered to constitute Joint
Investigation Teams (JITs), consisting of authorised officers of the FIA and
any other law enforcement agency for the investigation of an offence under
PECA and any other laws. The Prevention of Electronic Crimes Investigation
Rules® were enacted in 2018 to provide clarity on the procedures of the FIA
during its investigations under PECA. The Rules have very limited legal
guardrails for the powers exercised by the FIA, creating a system marked by
discretionary powers by the investigation agency.

From 2018 onwards, the FIA developed a practice of sending summons for
attendance under section 160 of the Code of Criminal Procedure, 1898
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(CrPC). The summons rarely contain any substantive allegations, or the
details of the posts implicated in the investigations. These
summons—undated or backdated—are often delivered to journalists either
after the date of appearance had passed or on short notice, even requiring
some journalists to travel substantial distances. A woman journalist from
Lahore shared her experience of the summons process:

‘| received a call at around 5 PM that a complaint was filed
against me [at the FIA] and | was required to appear before a
court in Karachi at 9 AM [the next] morning. | live and work in
Lahore.® This was the first time | was hearing about it; |
received no summons from the FIA prior to this. When | raised
this, [the FIA] sent me a backdated summon on WhatsApp. It
was so stressful, and | was shocked that they had bypassed
every process. When | told them | couldn't travel to Karachi on
such short notice, the FIA officer said | could get arrested if |
refused to comply with the notice and even went to the extent

of defending the complainant filed against me.'82
_—
The format of summons has changed since 2022 to include three headings
in particular: name of the complainant; date of registration of enquiry; and
gist of allegations. Nevertheless, the FIA has continued to provide scant
information in these summons, often explaining the case in less than a
sentence, providing little opportunity to journalists to prepare a defence
before they appear before the FIA or join the investigation.

In its analysis of twelve notices of summons issued to journalists, only one
addressed to Sami Ibrahim contained a detailed “gist of allegations” and the
sections of the law applicable to his case.®® As per statements made in
court, this also appears to be the only instance where the FIA informed the
Pakistan Federal Union of Journalists (PFUJ) about the initiation of inquiry
against a journalist.®

Journalists interviewed for this report felt that there was a double standard
in the FIA's eagerness to pursue cases against journalists, and the lack of
protections it provides to journalists when they approach the FIA for
complaints of online harassment. One journalist stated:
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"When | was sent a legal notice by the FIA for a story that |

shared, | was constantly harassed for two months. When | filed

a complaint regarding online abuse and rape threats that | had
received, no action was taken."®

e}

The issue of harassment of journalists via summons was raised in the case
of Rana Muhammad Arshad v Federation of Pakistan,®® in which the
Islamabad High Court noted that the practice of issuing summons to
journalists was creating a "perception of abuse of the provisions of PECA"
due to the "reckless and unprofessional manner in which the proceedings
under the PECA 2016 were conducted by the Agency.’ The court directed
the FIA to formulate guidelines regarding the conduct of investigation
officers and special guidelines for "proceedings against persons engaged in
the profession of journalism on account of the profound effect on the
freedom of press and independence of a journalist when coercive powers
are abused."® In light of this decision, the FIA developed Standard
Operating Procedures (SOPs) for its investigations placing obligations on
the FIA to "specifically state the section of law of the alleged offence, the
date of registration of enquiry, fact, point and specified matter.’® These
SOPs are not publicly available as of the time of this report, however. The
lack of protections for journalists and accountability of the FIA led one
journalist to conclude:

“Law enforcement agencies are often acting at the behest of
government and state officials; they are merely pawns in this
fight against journalists.'8®

—_——————

In April 2024, the federal government notified the National Cyber Crimes
Investigation Agency (Establishment, Powers and Functions) Rules, 2024
to designate a new investigative agency to replace the FIA under Section
29 of PECA. The government announced that FIA would continue its
functions for a year until the National Cyber Crimes Investigation Agency
(NCCIA) was operationalised.®’ Six months later, however, it was announced
that the government repealed the NCCIA Rules® and reinstated the powers
of the FIA.?® The FIA remains the operative body for investigations under
PECA at the time of writing and editing this report..®* A new body titled the
National Forensics and Cybercrime Agency (NFCA) was proposed by the
government through the a Bill titled National Forensic Agency Act, 2024.%
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to assist with the FIA's investigations.® The Bill was passed by the Senate at
the end of 2024.°” Furthermore, the draft Prevention of Electronic Crimes
(Amendment) Act, 2024 proposes the establishment of the Pakistan Digital
Rights Protection Authority.®® The powers of the proposed Authority include,
among others, to “inquire, investigate and prosecute” offences under PECA
and "summon any person for inquiry or investigation'® The sweeping and
discretionary powers of the proposed Authority could further expand
content regulation™ and prosecution of offences related to digital spaces.

Given the broad nature of the laws and lack of procedural safeguards, there
is a belief among journalists that all the government requires is an excuse to
go after select journalists:

“The government has discretion to penalise journalists who

they already have a problem with, and not others. For instance,

in the cases of misinformation regarding the PGC [Punjab

Group of Colleges] case we saw that the government filed FIRs

against journalists, lawyers and content creators associated
with a particular political party! """

Seizure of devices and passwords

‘Law enforcement agencies are not trained. They often think
they have a licence to do anything.''%

Data and devices of journalists are particularly sensitive given the nature of
their work, which requires protecting sources and dealing with data that
could be used to hold powerful actors to account. In Pakistan, the
Protection of Journalists and Media Professionals Act passed in 202103
provides some privacy protections for journalists. Section 4(3) of the Act
states that "no journalist, reporter or media professional is forced, induced,
compelled, coerced or threatened for the disclosure of his/her sources of
information by any person, officer, agency, authority or institution save
without due process of the law. ™4
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While limited precedent exists, protections have been extended to data
contained in personal devices through the courts. The Lahore High Court
held in a 2024 judgment, Muhammad Rehmat Ullah v. The State,'*® which
stated that the data inside mobile phones is a private space and thus
protected by the constitution:

‘... our phone is like or not less than a home. Every relation
domestic or private which the people keep within four walls of
their house is legally protected under the Constitution, that is
the reason dignity of a man and, subject to law, the privacy of
home is inviolable right of every individual as per Article 14 (1) of
the Constitution of the Islamic Republic of Pakistan, 1973."10¢

Referring to Pakistan's commitment under international and regional human
rights instruments, i.e. International Covenant on Civil and Political Rights,
Cairo Declaration on Human Rights in Islam, and Convention on the Rights
of the Child, and local laws such as PECA, PTA Act, Investigation for Fair
Trial Act 2013 and Freedom of Information Ordinance 2002, the court
declared against the arbitrary and unlawful seizure of devices: "the
acquisition of data stored in an information system or seizure of any articles
containing such data requires intervention of Court either by obtaining
warrant in this respect or otherwise an intimation to the Court after such
seizure within 24 hours!"”

On the other hand, PECA envisions wider powers for authorised officers to
acquire data'®® and seize devices.'® The Prevention of Electronic Crimes
Investigation Rules state that while conducting search and seizure, data and
devices should be collected if it is "absolutely necessary for the investigation
of the case.""™ However the practices of the FIA do not match these
processes on paper. The FIA, through documents submitted in court
documents, has often cited the need to examine electronic devices as
reasons for detention or continued detention of journalists.™ One journalist
interviewed shared her experience:
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“When | went to the FIA to answer the summons against me, |
was made to wait for 3 hours. [The FIA] wanted to confiscate
my devices. | refused to give my devices because the case
against me was a post that was publicly available. Then they
asked me to delete the [allegedly defamatory] post, and |

refused because | had shared it with documentary proof.'™
_——————
More difficult to track and measure is the level of surveillance that
journalists are subjected to. Pakistan lacks a personal data protection law
and safeguards against targeted surveillance are all but absent. In July 2024,
the Ministry of Information Technology and Telecommunication formally
authorised intelligence agencies to “intercept calls and messages or to
trace calls through any telecommunication system as envisaged under
Section 54 of the [Pakistan Telecommunication (Re-Organization) Act,
1996]"™

Judicial pushback

“Courts have been very passive in protecting journalists. They tell us to go
to the designated cyber crime courts to defend our case and have done
little to stop legal harassment.' ™

Journalists facing harassment by the law and its enforcement agencies
have turned to the courts system in the country for protection. While some
high courts have provided relief to journalists on procedural grounds, they
have largely stopped short of striking down legislation.

Procedural relief

“In Islamabad, at least, we have seen that the courts have given
considerable relief to journalists, but not all judges have the
same approach.'™

As mentioned in an earlier section, the judgment in the case of Rana
Muhammad Arshad v Federation of Pakistan by the then-chief justice of
the Islamabad High Court, Athar Minallah, called into question the arbitrary
powers of the FIA to summon notices to journalists. Subsequently, the court
has provided relief to journalists. For instance, the Islamabad High Court
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suspended the notice issued to journalist Asad Toor for failing to meet
evidentiary requirements and not providing “full details of the complaint and
evidence in the notice!'"™

The Peshawar High Court also ruled on the procedural protections required
during an investigation by the FIA. In the case of Shandana Gulzar Khan v
Federation of Pakistan,"” the Chief Justice of the High Court, Ishtiaq
lbrahim, noted that as per the principles of natural justice, Constitutional
provisions and statutory safeguards, the FIA was obligated to “promptly”
inform individuals of the charges against them and allow “adequate time to
prepare a defence or gather evidence! The court held that the vague
allegation mentioned in the notice™ was insufficient, as it did not contain
any factual details. The court noted that “mere presentation of a generic
statement regarding the commission of an offense cannot be considered
sufficient to convey pertinent information or fulfill the respondents'
mandated responsibilities™ The court also went on to state that “the
specifics of the case are crucial, particularly in criminal charges, as each
case differs in its factual context.''?

Similarly, the Lahore High Court held in the case of Munir Ahmad Bhatti v
Director, FIA Cybercrime Wing'* that the FIA could not register an FIR
under section 20 without the permission of a competent court. The
petitioner in the case asked the court to ensure protections against the
registration of an FIR for allegedly defamatory statements made during a
programme broadcast on YouTube. Justice Tarig Saleem Sheikh held that
since the offence was non-cognisable, the FIA could not register an FIR on
its own.

Substantive relief

In April 2022, the Islamabad High Court struck down™? the Prevention of
Electronic Crimes (Amendment) Ordinance, 2022'%, which had expanded
the ambit of section 20 of PECA to apply to state institutions. Furthermore,
the court also struck down existing parts of Section 20 relating to "harms to
the reputation of natural persons’ The Ordinance and section were found to
be violative of Constitutional “fundamental rights guaranteed thereunder,
particularly Articles 9, 14,19 and 19-A!"*
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In May 2022, the Islamabad High Court directed the parliament to review
the Removal and Blocking of Unlawful Online Content (Procedure,
Oversight and Safeguards) Rules, 2021 which expanded the powers of the
PTA to block and remove online content,™®

In 2022, Babar Sattar, a judge of the Islamabad High Court, quashed an FIR
against a citizen'® for posts on social media for allegedly "causing or
inciting officers of the military to mutiny or otherwise disregard their duties"
The court held that it was “inconceivable” how mutiny could result from
“the publication of the tweet from an insignificant twitter account” The
judgment also stated that the FIA did not have the jurisdiction to take action
under section 505 of the PPC as it was not included in the Federal
Investigation Agency Act, 1974 schedule.™ As discussed earlier in this
report, an amendment was subsequently made to the Act to add section

505.

Some journalists observed that despite these instances of relief, courts are
also very eager to crack down on online criticism, particularly when it is
directed against them. In wake of multiple online campaigns against
members of the superior judiciary, the supreme court and high courts,
notices have been issued.

In August 2022, Supreme Court Justice Qazi Faez Isa took suo moto'™®
notice of the application of five journalists alleging a pattern of harassment,
intimidation and violence against journalists. Reference was made to a
press release by the FIA “stating that criminal cases have been registered
against some journalists because they report against the judiciary.'* The
order issued by the two-member bench of the court, however, was held in
abeyance™? and later withdrawn™! after the powers of the judge to take suo
moto action was called into question by a larger bench. The case was
eventually disposed of in January 2023 after the FIA reassured the court
that no inquiry against journalists was pending with the law enforcement
agency.’ Exactly a year later, in January 2024,™3 inquiries against nearly a
hundred journalists and politicians were initiated by the FIA for an alleged
social media campaign "against the judiciary,""** among whom 47
journalists were issued notices. '
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“Not Enough”

One male journalist interviewed from Khyber Pakhtunkhwa pointed out the
ways in which the courts can also be used to harass journalists:

“In my experience, civil courts have also sent legal notices to

journalists. For instance, a journalist in our area wrote a

Facebook post regarding corruption by an SDO in WAPDA and

the next day the journalist received a legal notice from the

WAPDA union stating that they will take action against the
journalist in court.' 3¢

Further to this, journalists felt that lower courts were less journalist-friendly.
A male journalist from Sindh observed that:

“[The] higher judiciary might uphold freedom of expression, but
it's not enough. Journalists are very unlikely to get relief from
lower judiciary."™

Others noted that even when journalists do get relief, the judiciary has done
little to compensate journalists for the onerous process of going through the
court system. It can often take years for charges to be dropped, and given
the criminal nature of offences under PECA, physical attendance is often
required for hearings. One journalist from Punjab shared:

‘| haven't seen a lot of sympathy from the judiciary because
going to courts [to get relief] is a very long, expensive and tiring
process. 8

It was noted that a journalist-centric approach was needed by courts to act
as an effective bulwark against misuse of the law. A male journalist from
Khyber Pakhtunkhwa opined:

"The judiciary must be sensitised because we often see even

senior judges making derogatory comments about journalists

and journalism in general. They need to understand what
challenges and threats we face.''*®
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Carceral punishment

The blunt use of criminal laws and punishments to solve problems the state
perceives as online misinformation has meant that journalists are subject to
offences under PECA and other laws. Many of those interviewed felt that
the government often refuses to give access to journalists and other

independent bodies to address the issue of misinformation in a meaningful
manner:

“The government doesn't like journalists doing their jobs, | have
filed so many requests for comment or information that go
unanswered. The consequence is that journalists who want to
report on the facts are silenced and journalists who come up

with the most sensationalist narratives gain traction."™°

~ e —

There is a prevailing sense that journalists and the state are caught in a
vicious cycle of carcerality, where criminal laws are being used to solve
issues that they are not intended to solve. The presence of broad and vague
criminal laws provides the government with an easy solution to narratives it

does not like. One journalist, working in the field for more than twenty years,
noted:

“State institutions, such as the FIA, are more interested in
punishing journalists as opposed to making them aware of
journalistic ethics or building their capacity to fact-check. They
are quick to send notices but rarely engage with journalists’
bodies to ensure that journalists understand these laws. They
are only working for the protection of the government and

officials, and have done very little to work with journalists."™

—_—

Demonising journalists

Apart from the appropriation of legislation, the government and state
institutions make frequent declarations and statements about digital spaces
that demonise journalists and brand the use of social media as “digital
terrorism."™*2 One journalist interviewed observed that:
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‘| recognise such language because it has been used in private
threats issued to me. These public declarations are often
followed by a fresh crackdown on journalists.'*®

An often-cited incident is a press conference'* by the then-Director
General of Inter-Services Public Relations in June 2018, who shared a
graphic of “troll accounts spreading propaganda against the army” on
social media. This graphic included the names and images of many
journalists.™ State officials will use the bully pulpit of press conferences to
identify, single out and target journalists, which creates wider narratives and
justification of weaponising the law against them.

Freedom of movement

While the initiation of inquiries, registration of cases, arrests and
disappearances due to online speech can have a detrimental impact on the
life, liberty and expression of journalists, the state has also used other
restrictions from its legal toolkit to target journalists. In 2024, it emerged that
the names of two journalists were placed on the Exit Control List (ECL)™®
after approval from the Federal Cabinet.™ The ECL and Passport Control
List (PCL) have been used as tools to restrict the freedom of movement of
activists™® and political opponents,™® and there have been instances of
journalists being placed on the ECL as well. A male journalist from Azad
Jammu and Kashmir pointed out:

“Most people don't realise that having a criminal case against

you can have wider ramifications. For instance, your name can

be placed on the ECL [Exit Control List] or you could be denied
a police character certificate!'®°

While Article 15 of the Constitution of Pakistan, 1973 guarantees the
freedom of movement for every citizen, it is subject to “reasonable
restriction imposed by law in the public interest, enter and move freely
throughout Pakistan and to reside and settle in any part thereof'™ The use
of travel restriction lists is worrying given the arbitrary and non-transparent
manner in which names have been placed on it and the difficulty of getting
one's name removed from it.’® Often those on such lists are informed only
at the point of departure, i.e. airports, and risk being arrested or detained.™?
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Lack of representation and unionisation

Many of those interviewed pointed out that ‘traditional’ or legacy media
journalists are protected and recognised by their respective trade bodies
such as the All Pakistan Newspapers Association, Federal Union of
Journalists, and the Council of Pakistan Newspapers Editors, whereas
digital media journalists and content creators who are often subject of these
online laws are either not recognized, or lack engagement with these
forums. The word "YouTuber' carries derogatory connotations within
journalistic circles and some of the journalists interviewed also expressed
apprehension regarding their inclusion within the definition of journalists.
One journalist was of the opinion that:

"YouTubers are often posting information and news without
verification. As a trained journalist | know how to verify and
when to make something public. So even if the state goes after
me, | know that | did my homework and there is nothing to

fear1%4

e

The PECA, however, does not make distinctions between types of
journalists. A 2021 report by Freedom Network found that “journalists
working for formal media or as freelancers are almost equally likely to be
targeted under PECA!""®® While the report also found that two-thirds of
those targeted under PECA were members of their local press clubs and
four-fifths were members of their local journalists' union, those not covered
would have little access to support or resources.

Lack of consultation

Five out of the seven journalists interviewed identified the lack of inclusion
and consultation with journalists as a major reason for laws that violate the
right to freedom of expression. A journalist from Islamabad shared that
journalists want to engage on the matter of legislation drafting:

“Very few people are against legislation, but it is the kind of
legislation that we critique. It is important that the government
take all stakeholders on board when drafting laws and listen to

the point of view of journalists.' 1

P
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Lack of consultation is a common complaint from civil society and journalist
groups. During the drafting process for PECA, the international organisation
Article 19 noted that the National Assembly Standing Committee on
Information Technology and Telecommunication only released the draft of
the Bill publicly two days before it was presented in the Senate.”™ It has
become a common practice in online regulation that drafts for laws are
released in a unilateral manner, and consultations, if any, are shoe-horned in
later as a stop-gap measure to silence criticism regarding the lack of
consultation. This backwards approach was witnessed in the roll-out of the
Citizens Protection (against Online Harms) Rules, 2020 which were
withdrawn after backlash™® but culminated in the Removal and Blocking of
Unlawful Online Content (Procedure, Oversight and Safeguards) Rules,
2021.

Even when consultations are held, they are not seen as "meaningful”;

"These laws are being made without meaningful input from
journalists and bodies that represent us. When making laws,
those most impacted by them should be consulted. '

Another journalist felt that in order for consultations to be meaningful, the
government must approach them in good faith:

“A lot of the legislation that happens regarding online spaces

does not come from a genuine desire to make these spaces

safer. PECA was brought to control spaces, instead of securing

them, and that intent is obvious in the way the law is used
against journalists.'™

“Over-regulation”

‘| have yet to come across a law relating to social media or
cyber security that does not benefit the state, political parties or
social media companies.''6?

Among journalists there were varied attitudes towards regulation, from
some stating that digital spaces were ungovernable ™ to others recognising
the importance of at least some regulation. One journalist noted the futility
of regulation, particularly centred on censorship:
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“Internet over-regulation in many ways has had the opposite

effect, it has created more voices and encouraged others to

speak—the genie is out of the bottle. Social media is something
you cannot curb like other forms of media:""®*

A male journalist from Balochistan opined that regulation in some form is
inevitable given the government'’s desire to control digital spaces:

“[Some] regulation is important because if the government
doesn’'t regulate it might completely ban social media.
Regulation is the need of the hour, but what we are seeing is
that in the name of regulation laws that curb freedom of
expression are being brought... It depends on who is
regulating and for what purpose. When it comes to platforms, |
feel that their regulation is inadequate in this part of the world
because they often don't know the [local] context. When it
comes to content regulation by the state, we have seen that
laws are deliberately vague so they can be used for their own

gains.'1%

~

Ultimately, it was important for journalists as to what type of regulation was
being introduced. A woman journalist from Punjab defined the kind of
regulation she wanted to see, and not see:

"Regulation to curb harassment or protect minorities is
welcome, but if it is geared towards censorship | am not in
favour of it!'1®

Another woman journalist pointed towards the lack of protection for women
journalists, despite the presence of laws:

“If PECA law exists [for our protection], | want to ask why has it

failed to protect the harassment and trolling women journalists

face on social media. | have filed multiple complaints of online

harassment, and no action was taken, but if someone from the

sitting government files a complaint it is addressed within
days."%’
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The spectre of disinformation hung over almost all conversations with
journalists, with many grappling with a difficult question: how to deal with
disinformation through measures beyond criminal law remedies?

A male journalist from Khyber Pakhtunkhwa noted:

"The issue of 'fake news' will not be solved through laws,
ultimately it is an issue of responsible journalism. On one hand
we see laws being used to target journalists publishing stories
that are well-researched, but on the other hand | won't deny
that some journalists are acting irresponsibly online. Journalists
have a lot of power—we can make or break someone's
reputation—and we need to act responsibly with this power.
More than being journalists, we have become activists.'"%®

Their own experiences of disinformation-related regulation informed how
not to deal with the issue. A woman journalist who received a notice from
the FIA stated:

“Online defamation laws were used against me when | shared

the news story on social media about a man accused of

harassing multiple women. He ended up sending me a notice

through the FIA stating that | was spreading disinformation
about him."1®

Lastly, on the subject of regulation, there was also the belief that there was
already more than enough regulation:

“There is an excess of laws in this country, since the time of
British colonialism. The issue is that there is either lack of
implementation or misuse of these laws. We need to look into
reform and implementation instead of bringing in newer laws.""°

Self-censorship

Everyone interviewed for this report practiced some form of self-censorship,
particularly by those who had some experience with receiving legal notices
or were arrested by the FIA. A male journalist from Sindh who was detained
by the FIA said simply:
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"My use of social media has drastically changed since | was
arrested by the FIA!™

A male journalist from Khyber Pakhtunkhwa shared that their experience of
being unlawfully detained informed their cautious approach on social
media since then:

“More than laws or the threat of legal action, it is my experience
of being arbitrarily detained in 2017 that has made me very
cautious on social media. | wrote an investigative story
implicating the military and after that was published, | was
forcibly disappeared for two days. This was one of the most
trying periods in my life. Since then, | am very cautious.'™

A woman journalist from Punjab also shared that she was unable to speak
freely after her run in with the FIA:

“"After my experience with the FIA, it became very difficult for me
to freely share posts on social media. | realised that the FIA can
be weaponised to pursue a case against you if they have the
right connections and are a powerful institution. My experience
told me that if anything were to happen to me, the FIA was not
going to help me. | recently did a story about a case where a
woman went to the FIA to report a case of harassment and had
her devices confiscated instead of the devices of the accused.
I've lost the little trust | had in the FIA since then!'"”

Even for journalists who don't have direct experience with the law, the law
has had a subconscious effect on them. A male journalist shared:

“Even if cases are not filed against you, the presence of laws
such as PECA has given the government something to threaten
journalists with!"™

Professional regulation

Another form of regulation for journalists comes through their employers, in
both traditional and non-traditional media houses. While most media
houses and organisations in Pakistan do not have a codified social media
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policy for their employees, there is an implicit understanding that journalists
are to act in ways on social media that will not create liabilities for their
organisations. A male journalist from Sindh shared that his organisation
asked him to delete several social media posts:

“| was asked to delete several posts [by my employer]. These
are posts they thought would create ‘trouble; and if you don't
[comply] there is a big threat of job security.'"®

Facing legal action from the FIA or law enforcement on the basis of one's
social media, no matter how unlawful, negatively impacts a journalist's
reputation, often being seen as 'troublemakers, 'too outspoken, or
‘'unprofessional! A woman journalist from Punjab shared the ordeal of
negative reaction from her employer after she received a notice from the
FIA:

"When the FIA case against me was ongoing, | was sent a

defamation notice at my workplace while | wasn't at the office.

The notice didn't cite any laws, and | was told [by lawyers that]

it carried no legal weight. However, | faced a lot of backlash

from the office management who said that | was 'irresponsible’

on social media’ This greatly impacted my mental health to the
point | was suicidal’'™®

“Gives you pause”: Extra-legal measures

“When we are doing investigative stories, we take on the risk of
legal action but if the consequence is threats to your family, it
gives you pause.'"””

Legal action against journalists has been accompanied by short-term
disappearances as well as other intimidation tactics before filing a case. In
some cases, disappearances have taken place after charges have been
brought against journalists.”® There is an increasing pattern of journalists
being forcibly disappeared for short periods before being presented in a
police station with an FIR implicating them in a case. The UN Working
Group on Enforced or Involuntary Disappearances stated in a joint
statement noted that “"due to their duration, so-called short-term enforced
disappearances pose particular challenges in access to domestic
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authorities and international mechanisms.""”® The application of laws such
as PECA and other legislation after the “return” of a journalist can help
provide retrospective cover to the enforced disappearance.

"There is a trend of journalists being picked up and if there was
backlash, the journalist was turned over to the FIA to pursue a
case against them.'’°

In addition to disappearances, intimidation tactics such as calls and visits by
state authorities to warn off journalists is fairly common, with all the
journalists interviewed for this report stating that they had received such
threats. A woman journalist from Islamabad shared her experience, which
also involved visits to her family home:

"This happened to me when | had filed a right to information
request with a government body that didn't want to give
information. When | kept pressing, they sent people to my
house for three consecutive days, questioning my father and
other family members. It sent me an indirect message. Being a
woman these threats can be quite effective since my family
wasn't encouraging of my profession in the first place—they
often ask me to quit!'™

For many journalists, despite the abuses of the legal system, the threat of
state action outside the law was the biggest threat. When asked if they fear
legal action under PECA more, or extra-legal action, all of them said they
feared the latter more. A male journalist from Sindh noted:

“Extra-legal measures, like disappearances, remain the bigger

threat than legal action because at least if [the state] do it

legally you have some rights, like access to a lawyer and are

presented in court. | was taken away in an extrajudicial manner

but at least there was an FIR eventually and court proceedings,

but something that is off the books is very dangerous as there
Is no accountability!'
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Community support

Amid legal action and harassment by the state, journalists have very few
avenues of support to turn to. Most journalists identified press clubs and
journalist unions as the most effective forums to raise their grievances and
individual cases if the need arose. A male journalist from Islamabad
described this solidarity-based support from the journalists’ community:

“Even when we disagree with colleagues, especially those on

digital media, if they face harassment from the state or law

enforcement we see broad-based support from fellow

journalists as well as support from like-minded members of the

legal community. It is often due to this support that journalists
are recovered.'™®

A journalist from Balochistan stated that while there is support from
journalism bodies, it might not cover all journalists on social media:

“I feel that there is support from the journalist community, from

the press clubs and the union bodies in the form of press

releases, protests and other pressure tactics. But that support is

limited to members of the clubs and unions, journalists who are

not members can only find support if they have personal
connections:'

Additionally, lesser-known journalists are less likely to receive peer support:

“When it comes to very famous journalists, everyone will speak

up for them and lawyers are willing to represent them pro bono.

But for journalists who are not as well known, there is limited
support and virtually no funds.' '

Other avenues of support for journalists bearing the brunt of online laws
include the legal fraternity and civil society organisations. In 2020, the
Pakistan Bar Council (PBC) announced the constitution of a “Journalists
Defence Committee” to provide free legal assistance and services to
journalists.””® However, the Committee was primarily active between 2020 to
2021 and has been unable to sustain its support. Other support, from civil
society and individual lawyers, is more sporadic. In the experience of one of
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the journalists we interviewed, support from civil society and activist
lawyers was effective:

“Lawyers and civil society organisations were very helpful in my
case and provided me with legal representation. | was also
supported by the media organisation that | was working for." 1"
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Conclusion

“The net result of these laws is negative!'® l

Regulatory tools for digital spaces in
Pakistan consist of a number of
regulatory levers, primarily
consisting of criminal laws and a
broad content moderation regime
that gives the government a wide
berth to censor content. While
outside the scope of this report,
Pakistan's technological landscape,
consisting of surveillance and
disruptive technologies to regulate the internet, is emerging as an equally
potent force as its legal apparatus.™® Together, this techno-legal machinery
applied to a political context with an eroding rule of law, resulting in online
media freedoms being under attack from all sides.

Journalists remain particularly precarious in this increasing restrictive online
environment given their outsized visibility and centrality to freedom of
expression. This report paints a picture of journalists under attack from the
state's lawfare. The full impact of the broad and rights-restrictive Prevention
of Electronic Crimes Act, 2016 has set in, as harassment of journalists under
the law is commonplace and self-censorship is the norm.

This report concludes that the way forward is drastic revision of existing
laws, including wholesale repeal of sections and legislation, and radical
reform of law enforcement agencies to ensure accountability for abuses of
the law against journalists, and all those dissenting in digital spaces. in
digital spaces.
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Recommendations

1. Reverse the Prevention of Electronic Crimes (Amendment) Act, 2025
and substantially review and amend the Prevention of Electronic Crimes
Act, 2016 in line with human rights law standards, particularly repealing
speech-restrictive sections such as Sections 2, 9, 10, 11, 20, and 26A.

a. Repeal the Punjab Defamation Act, 2024 with immediate effect and
ensuring that no cases are filed under the Act.

b. Decriminalise defamation by repealing section 20 of the Prevention
of Electronic Crimes Act, 2016 and criminal defamation Sections
(499 and 500) from the Pakistan Penal Code, 1860.

c. Cease use of and repeal from statute books the sedition law in the
Pakistan Penal Code, 1860 in compliance orders of the Lahore High
Court.™®

d. Drop all legislative proposals to strengthen powers of the
government to regulate digital spaces, including the forthcoming
Prevention of Electronic Crimes (Amendment) Act.™

2. Establish an independent oversight body, comprising a majority of civil
society experts and a minority of government officials, to review and
monitor internet censorship and throttling decisions, ensuring
transparency, accountability, and adherence to international human
rights standards.

3. Develop robust procedures and right to effective remedy, including
compensation for unlawful detention and frivolous cases, for anyone
accused of online speech-related offences.

4. Formulate and notify rules under the Protection of Journalists and Media
Professionals Act, 2021, and formation of the Commission for the
Protection Journalists and Media Professionals (CPJMP) as per section
12 of the Act.
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a. Formulation of specific guidelines and SOPs for law enforcement
agencies to ensure safeguarding of privacy of journalists and
confidentiality of sources (as per section 4(4) of the Protection of
Journalists and Media Professionals Act, 2021).

5. Ensure that any future legislation relating to digital spaces and
technological regulation is developed in consultation with all
stakeholders, particularly a broad cross-section of relevant stakeholders,
including civil society organizations, journalists, media professionals and
the technical community.

6. Take measures to institute effective human rights training for law
enforcement officials—including the police, FIA or any other
investigative body dealing with online laws—to ensure that rights of
journalists and all other defendants are upheld.

a. Mandatory training on human rights approach to regulation of digital
spaces and technologies at all judicial academies, including courses
for the higher and lower judiciary.

b. Institute human rights training courses at prosecutor’s offices across

the country, with a focus on the intersection of human rights and
digital technologies.
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rumour or report has reasonable grounds for believing that such
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coerce, intimidate or terrorize public, individuals, groups, communities, govern-

42



66

67

68

69

70

71

72

ment officials and institutions;

(c) incites public or section of public to cause damage to governmental or private
property;

(d) coerce or intimidate public or section of public and thereby preventing them from
carrying on their lawful trade and disrupts civic life;

(e) incites hatred and contempt on religious, sectarian or ethnic basis to stir up
violence or cause internal disturbance;

(f) contains anything obscene or pornographic in contravention of any applicable law;
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