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About Us

Digital Rights Foundation (DRF) is a registered research-
based advocacy non-governmental organization in Pakistan.
Founded in 2012, DRF focuses on ICTs to support human
rights, inclusiveness, democratic processes, and digital
governance. DRF works on issues of online free speech, privacy,
data protection and online violence against women. DRF
opposes any and all sorts of online censorship and violations
of human rights both on-ground and online.

For more information visit:
www.digitalrightsfoundation.pk
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Glossary of key acronyms:

1.UDHR: Universal Declaration of Human Rights. Adopted in
1948, the UDHR was one of the United Nations' first documents
to enshrine “fundamental human rights to be universally pro-
tected. The UDHR is widely recognized as having inspired,
and paved the way for, the adoption of more than seventy
human rights treaties, applied today on a permanent basis at
global and regional levels (all containing references to it in
their preambles).” '

2.CEDAW: Convention on the Elimination of All Forms of Dis-
crimination Against Women. Adopted in 1979, CEDAW is “de-
scribed as an international bill of rights for women. Consisting
of a preamble and 30 articles, it defines what constitutes dis-
crimination against women and sets up an agenda for national
action to end such discrimination.” ”

3.ICCPR: International Covenant on Civil and Political Rights.
Adopted in 1966, the ICCPR is an international treaty that
guarantees, and commits nation to said guarantee, of rights
and liberties for all, including the right to life, liberty, fairness
of access to the law, fair and equitable access to the prohibition
of torture, slavery, and discrimination, among others.’

4.NCPDP: National Commission for Personal Data Protection.
The NCPDP is a regulatory body established by the Government
of Pakistan, under the Personal Data Protection Bill 2023
(PDPB 2023), to oversee and commit to the protection of the
data privacy of Pakistani citizens.”



02
Aims and objectives

Through this booklet, our goal is to provide Pakistani policy-
makers with the resources necessary to enhance their under-
standing of the fundamental human rights principles, frame-
works and international best practices to be implemented
and incorporated into legislation concerning key concepts
such as the right to privacy and personal data protection in
Pakistan.

Introduction

The Universal Declaration of Human Rights (UDHR)5 is aseminal
document created in 1948 as a ‘common standard of
achievements for all peoples and all nations’. Article 12 of the
UDHR recognizes the right to privacy as one of the 30 core
human rights of which all human beings are deserving.

In the context of Pakistan, the Constitution of the countn;
through Article 14 recognizes privacy and dignity of man as
inviolable.

The status of privacy as a fundamental right is unquestion-
able given the impact its violation can and does have on any
individual or populace.

The impact of digitization has been seen through various
lens and has affected almost every aspect of everyday life.
The online-offline continuum has highlighted the many
harms that can shift from one space to another almost in-
stantaneously and seamlessly.
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What we do in our online lives is no longer separate from
what is commonly referred to as our ‘real lives’.

Given this, the protection of personal information is an urgent
and imperative priority in today’'s world. Pakistan does not
yet have alaw governing data protection however the Personal
Data Protection Bill of 2023 proposed by the Ministry of In-
formation Technology and Telecommunication (MolTT) is
the current blueprint for what may soon become the law and
regulate the use of personal data by data controllers and pro-
cessors. This booklet expands on the basics of key data pro-
tection elements, especially in light of the proposed legislation.
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Model principles of privacy

A holistic, protective and robust framework on personal data
protection, in accordance with the Pakistan’'s international
obligations, should fall in line with the following principles:

« Clarity of key terms. Certain passages of the draft invite
confusion, such as the definitions of ‘national interest’
(section 9(1): Security requirements) or ‘national security’
(sections 32 and 34). The draft mentions broadly de-
fined terms such as ‘legitimate interest’ (section 2(u))
and ‘public interest’ (section 2(ff)). Likewise, the term
‘critical personal data'’ is still shrouded in ambiguity and
has no specifications attached to it. The draft Bill relies
heavily on the NCPDP to create definitions and provide
coherence to the term.

¢ Human-first approach. The Bill falls short of a hu-
man-first approach, risking unequal application of the
law. To address this, it is crucial that key terms, defini-
tions, and implementation protocols align with global
human rights standards. The primary focus must be on
safeguarding marginalized communities, whose data is
particularly vulnerable, in line with global data protection
best practices. A data subject-centric model is vital,
recognizing personal data as a valuable and sensitive
commodity, both globally and individually. The governing
framework must prioritize this approach to ensure equi-
table protection.
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¢ Greater focus on privacy protections of vulnerable
groups. Pakistan’s ratification of CEDAW, ICCPR and its
status as a member state with respect to the UDHR all
enjoin upon the law and policymakers and government
of Pakistan to institute measures, laws and policies
that afford higher protections to minors, women,
gender and religious minorities with respect to protec-
tion of their personal data and the increased harms as-
sociated with its violation.

Transparency and inclusion. The creation of laws and
policies is an inherently democratic endeavor as it im-
pacts the population in its entirety and so an inclusive
and clear process of consultation needs to be em-
ployed when outlining and then determining key frame-
works by involving all stakeholders in a timely and open
manner.

Independent, autonomous body of enforcement. The
National Commission for Personal Data Protection
(NCPDP) set out as the relevant body under PDPB must
be free from oversight and influence of the Federal
Government, in administrative matters as well as in
terms of allocation of employees and officers.

Culling broad powers granted to the Federal Govern-
ment: s.35 (2) places a requirement that the NCPDP
remain under the ‘administrative control’ of the Federal
Government. This provision must be struck from the
draft to maintain the integrity and authority of the
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Commission. Additionally, the Bill prescribes, through
s.43 (power to issue policy directives) and s.54 (power
to make rules) sweeping powers that undermine the pri-
macy of the NCPDP as the allocated and independent
body in charge of matters pertaining to the protection
of personal data in Pakistan.

Revision of position on cross-border data transfer and
data localization. With regards to the provisions set in
s.32 (Framework on conditions for cross-border transfer),
the focus on data localization does not seem to account
for lack of infrastructure to house substantial data
farms, the economic cost of possibly implementing this
provision as highlighted in LIRNEAsia’s report on Data
Localization in Pakistan. Citing a USD 16.5 billion loss
in the year following enactment of the existing version
of the Bill, the report foretells changes at the macroeco-
nomic level with sizable job loss numbers, as well.
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What is data?

Data is information, specifically, factual in-
formation. Our own data is referred to as
personal data and can cover a wide range of
information, as detailed in the next heading.

In today’s digitized world, our data is perceived as the most
precious commodity’and for good reason. It is able to give
away a lot about us and in the event of the misuse of such
information, the ramifications can be considerable.

The effect of potential data leakages, especially where
personal information is at stake, can be particularly
advanced and damaging if those impacted belong to histori-
cally marginalized groups, such as racial, ethnic, gender and
religious minorities, women, minors etc.

Being the owner of any data that is collected, stored and/or
otherwise utilized makes the person a data subject.

As per the Personal Data Protection Bill s.2 (j) “data
subject” means a natural person who is the subject of
the personal data;
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What is personal data?

Personal data refers to any information about ﬁ
an individual that is not publicly accessible

and should be kept confidential to protect the 8E
individual's privacy. This can include many —

forms of data, those defined in the Personal —
Data Protection Bill 2023 are laid out below:

Type of data

Definition under Personal Data Protection
Bill 2023

Personal data

s.2(2) “personal data” means any information
that relates directly or indirectly to a data
subject, who is identified or identifiable from
that information or other information in the
possession of a data controller and/or data
processor, including any sensitive or critical
personal data. Provided that anonymized, or
pseudonymized data which is incapable of
identifying an individual is not personal data;

Critical
personal data

s.2(g) “critical personal data” means such
personal data retained by the public service
provider - excluding data open to the public -
as well as data identified by sector

regulators and classified by the Commission as
critical or any data related to international
obligations;
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Anonymized s.2(a)"anonymized data” means personal data

data which has undergone the irreversible process
of transforming or converting personal data to
a form in which a data subject cannot be
identified;

Health data s.2(q) “health data” means any personal data

related to the physical or mental health of a
data subject including the recordings
regarding the past, present, or future state or
provision of health care services, which may
reveal information about his health status;

Biometric data

s.2(c)"biometric data” means personal data
resulting from specific technical processing
relating to the physical, physiological, or
behavioural characteristics of a person, which
allow or confirm the unique identification of
that person, such as facial images or
dactyloscopic data;

Sensitive
personal data

s.2(kk) “Sensitive personal data” means any
personal data relating to: (i) financial
information excluding identification number,
credit card data, debit card data, account
number, or other payment instruments data;
(ii) health data (physical, behavioural,
psychological, and mental health conditions,
or medical records); (iiij) computerized national
identity card or passport; (iv) biometric data;
(v) genetic data; (vi) religious beliefs; (vii)
criminal records; (viii) political affiliations; (ix)
caste or tribe; (x) individual's ethnicity;
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Protecting personal data is essential to preventing identity
theft, fraud, personal risk and unauthorized access to personal
and sensitive information. This is why it is important to be
aware of what constitutes personal data and take steps to
safeguard it both offline and online.

What is privacy?

Privacy is the concept that allows an individual to preserve
their information and personal lives to themselves. As per
Privacy International, it is a fundamental right that serves as
the foundation upon which many other human rights are built.
This is precisely what makes it so important. The right to
privacy is intrinsically linked to the right to dignity, as ensuring
the former allows for the latter to be maintained.

Information privacy, in particular, is the right to have some
control over how an individual's personal information is collected
and used. It is a fundamental human right that everyone has,
regardless of their class, race, age, gender or any other identity
marker.

Legally, the right to privacy is granted to the citizens of Pakistan
through Article 14 of the Constitution.

If we were to look at international definitions, as per the
Office of the Australian Information Commissionerlothe right
to privacy generally entails the right:
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a. to be free from interference and intrusion,
b. to associate freely with whom you want, and
c. to be able to control who can see or use

information about you.

What is consent?

Consent is a concept that does not have one definition and
its understanding can vary depending on the situation,
location and law of the country in question.

Generally, consent is the wilful acceptance of a given statement,
intent or action, depicting the agreement of the individual in
front of whom the proposition is laid out.

Contract Act of 1872

Personal Data Protection Bill
2023

s.13.“Consent” defined. Two or
more persons are said to
consent when they agree upon
the same thing in the same
sense.

s.2(f) “‘consent” means any
freely given, specific, informed,
and unambiguous indication of
the data subject’s intention by
which the data subject by a
statement or by clear
affirmative action, signifies
agreement to the collecting,
obtaining, and processing of
personal data provided that it
conforms with section 13 and
14 of the Contract Act, 1872;'
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It is crucial to note that consent is not just verbalized or indi-
cated per se, but freely given, informed and unambiguous11
and that there is an absence of coercion, fraud or error in the
equation.

What is the age of majority and minority?

According to the Amendment in the Majority Act 1 8751,3"every
person domiciled in Pakistan is deemed to have attained his
majority when he shall complete his age of 18 years and not
before”.

There has not been any update on this definition since. There-
fore the age of majority in Pakistan is set at 18 years old. The
age of minority is any age up till 17 years of age.

Special provisions for minors

Many social media platforms have introduced special provi-
sions for minors on their platform.”

The key resources have been added on the following page:



Application, Platform or
Website

Provision

Meta (Facebook, Instagram,
WhatsApp):

Meta has slightly different teen

safety rules per app:

* Those under the age of 16
are defaulted to more private
settings on Facebook.

* Age verification and

detection, through Al to

provide age appropriate
experiences.

Limited ad targeting and

they can use quiet mode to

get off the apps for a while.

Twitter/X:

Twitter requires all users to be
at least 13 years old, but in
some countries, parents or
guardians will need to provide
consent on the child’s behalf to
process their personal data.

Snapchat:

Snap introduced an in-app tool
called “Family Centre” where
parents, guardians, or trusted
relatives aged 25 and over can
be invited to join with related
teens between 13 and 18
years old to have more insight
into who the teens are friends
with and who they have been
chatting with in the past seven
days, without revealing any of
the specific content of those
conversations.




Tiktok:

TikTok accounts registered to
existing and new users aged
between 13 and 15 years old
are private by default and
direct messaging is only
possible for those aged 16 and
older.

Pinterest:

Teen accounts under 16 are
now private by default and age
verification is part of their
policies.

YouTube:

It has two options for accounts
for children; a supervised
account on YouTube and the
YouTube Kids app. In the latter
option, parents can customize
what content kids can and
cannot see and set a screen
time limit on the app.

Take It Down:

The National Center for
Missing and Exploited Children
launched a tool
(https:/takeitdown.ncmec.org/
) to combat children and
young people’s intimate
picture abuse. The tool creates
a hash of nude, partially nude,
or sexual images or videos that
is then used to stop the
sharing of such images on
partner platforms which
includes major social media
sites/apps.




15

Difference between the private and
public sphere

The public sphere includes areas where individuals’ activities
and communications are openly accessible to others, such
as social media platforms, public websites, and forums. Infor-
mation shared in these spaces is generally considered acces-
sible to the public and subject to different privacy expectations
compared to private communications.”

Private space, however, includes areas where individuals
conduct their personal, confidential activities, such as private
emails, encrypted messages, and personal data stored on
secure devices.”

Who are data processors and data
controllers?

Data is collected, processed and stored by several actors
through digital means. When a user visits a website, for
instance, browsing data is generated and collected regarding
what is visited, how much time is spent there and what is
clicked on. Anyone who collects, stores or analyses that
browsing data is a data collector.

Itis important to know that data collectors can be the govern-
ment, private social media companies such as Facebook or
Twitter, etc as well as any companies requiring personal data
in order to provide services. These are data collectors that
collect data largely through legal means, by employing consent.
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But some people use illegal means, such as hacks or
data leaks, to collect data.

Data holders are persons or organizations who either store
personal user data or that data has been shared with them.
Data holders can be both data collectors or third parties with
whom this personal information is shared.

The Personal Data Protection Bill 2023 recognizes two enti-
ties as dealing with data:

S.2 (h) “data controller” means a person or the govern-
ment, who either alone or jointly has the authority to
decide on the collection, obtaining, usage, or disclo-
sure of personal data;

S.2 (i) “data processor” means a person or the govern-
ment who alone or in conjunction with other(s) pro-
cesses data on behalf of the data controller;
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Why is data protection important?

Technological advancement results in all the more progress
in the digital domain. However, it also means that technology
bears the potential of becoming increasingly invasive.

It is important to have private information as it allows individ-
uals to have agency over their data. With technology becom-
ing ever more invasive, the threat of data being compromised
also increases. Therefore, it is important to ensure that their
data is protected. Recent examples of data breaches, such as
those at the National Database and Registration Authority
(NADRA) and the Federal Investigation Agency (FIA),
Dar-ul-Aman Rawalpindiand the Safe City Authority:ghave
brought into light the various ways in which citizens’ data can
be compromised and misused.

On an international level, the Cambridge Analytica data scandal
highlighted the impact of data mining on democratic processes.
A journalistic probembrought to light the use of improperly
obtained data of millions of Facebook users to build voter
profiles and influence the U.S presidential election in 2016

As technology becomes more integrated into our lives, with
personal data now stored on various devices, it is crucial to
implement strong data protection measures. Both individuals
and companies, whether public or private, must ensure the
safety of this data.



Data autonomy

The concept of autonomy is deeply rooted in our constitu-
tional framework, which guarantees individuals the right to
bodily autonomy and integrity. This fundamental right
ensures that individuals have control over their physical
selves, free from unwarranted intrusions or violations. Similarly,
the autonomy over one's data mirrors this constitutional pro-
tection of physical privacy, affirming that citizens have the
right to control access to their digital information and com-
munications, just as they do with their physical selves. This
principle has been expounded upon in the case of Muhammad
Rahmat Ullah vs. The State. wherein the recognition of data
autonomy as a fundamental right enables individuals to exer-
cise control over their digital footprint and make informed
decisions regarding the use of their personal information.
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Tech-facilitated gender based violence
(TF-GBV)

Violations of privacy are exacerbated
across gender lines.

e

N
WO g
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As DRF's White Paper: A Southern and
Southeast Asian Lens on Online
Harms,mstates, gender-based violence
consists of harmful acts directed at
an individual, based on their gender.
Certain individuals are at a higher
degree of risk of facing violence,
simply due to their gender.

It defines tech-facilitated gender-based violence (TF-GBV) as
‘the use of internet and digital platforms to inflict, assist in
inflicting or aggravating violence on women and gender and
sexual minority community members (including transgender,
non-binary, queer individuals)’

In March of 2020, the United Nations Special Rapporteur on
the right to privacy, Joseph Cannataci, called for gender
equality to be embedded in privacy practices around the
world.



20

An excerpt from his report states:

Reports of harm arising from gender-based infringements
of privacy include serious, well-documented effects.
Violence and even death were consequences reported

in submissions.™

Taking it forward from there, the impact of data violation is
significantly harsher on the marginalized end of the gender
spectrum, from increased discrimination to amplification of
existing threats and risks to personal and communal safety.
Thus, the protection of privacy becomes a life-saving priority
in such instances and should be treated as such.
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Pakistani jurisprudence on privacy:

Mohtarma Benazir Bhutto vs. President of Pakistan (P L D
1998 Supreme Court 388)

Summary: In this landmark case, the Supreme Court of
Pakistan examined the legality of telephone tap-
ping and eavesdropping under Article 14 of the
Constitution. The case involved allegations
against Prime Minister Benazir Bhutto's govern-
ment for unlawfully tapping phones of judges,
political leaders, and military officers. The Court
ruled that such actions violated the inviolable
rights to dignity and privacy, extending beyond
physical spaces to include public places.

Relevant Excerpt: “The inviolability of privacy is directly
linked with the dignity of man. If a man is to preserve his dignity,
if he is to live with honour and reputation, his privacy whether
in home or outside the home has to be saved from invasion
and protected from illegal intrusion. The right conferred
under Article 14 is not to any premises, home or office, but to
the person, the man/woman wherever he/she may be.” (Para
30)
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Manzoor Ahmad vs. The State (1990 MLD 1488)

Summary: Invasion of privacy through eavesdropping, tap-
ping, and photographing inside the house is
prohibited under Article 14 of the Constitution of
Pakistan and is not permissible in Islam.

Relevant Excerpt: “In view of Article 14 of the Constitution
Eavesdropping, tapping stealthily, photographing something
inside the house are invasions on privacy and as such is not
permissible under the Constitution as well as in Islam.” (Para
5)

Muhammad Nawaz vs. Additional District and Sessions
Judge (P L D 2023 Supreme Court 461)

Summary: Unauthorized DNA collection violates privacy,
autonomy, and freedom. The need for protecting
personal information from unwarranted intrusion
was discussed within the same. Article 14 of the
Constitution elevates privacy as a fundamental
right, safeguarding individuals’ choices and
personal lives beyond their physical homes.
Privacy is essential for personal autonomy and
self-determination.

Relevant Excerpt: “The right to privacy involves the protec-
tion of individuals from unwarranted intrusion into their per-
sonal lives. It safeguards an individual's personal information,
communications, family life, and other aspects of their private
sphere from unjustified interference by the government,
organizations, or other individuals. Privacy is crucial for
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maintaining personal autonomy, as it allows individuals to
make choices and engage in activities without fear of surveil-
lance, judgment, or unauthorized disclosure of their personal
information.” (Para 6)

Rights of a data subject

As per the draft Personal Data Protection Bill 2023, the key
rights of a data subject include:

Right to access under the PDPB 2023, s.16, allows a data
subject to confirm whether their personal data is under
processing or has been processed by their data controller.
The data subject may also (on the payment of a prescribed
fee) make a written data access request to the data controller
on the status of processing and also ask for a copy of their
data.

Right to correction under the PDPB 2023, s.19, is the right
where if the personal data of a data subject is inaccurate, in-
complete, misleading, or not up to date in their estimation,
the data subject may make a data correction request in writ-
ing to the data controller to make the necessary corrections.

Right to erasure under the PDPB 2023, s.26, is the right of a
data subject to request the erasure of his personal data and
the obligation to do so within 14 days lies with the data con-
troller if:
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(a) the personal data is no longer necessary concerning the
purposes for which they were collected or otherwise
processed;

(b) the data subject withdraws consent on which the pro-
cessing is based under sub-section (1) of section 23 (right to
withdrawal of consent) and where there is no other legal
ground for the processing; or

(c) the data subject objects to the processing under sub-sec-
tion (2) of section 23;

(d) the personal data have been unlawfully processed; or

(e) the personal data must be erased for compliance with a
legal obligation.

Right to nominate under PDPB 2023, s.27, is the right of the
data subject to nominate, any other individual as may be pre-
scribed, to exercise the rights of the data subject under the
provisions of this Act, in the event of the death or disability of
the data subject.
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Right to redressal and grievance under PDPB 2023, s.28, is
the right of the data subject to be provided with means to reg-
ister his complaint in writing with a data controller, in case of
any complaint/grievance. The data controller officials shall
immediately take up the matter for redressal.

In the case where a data controller fails to satisfy a data sub-
ject with a satisfactory response concerning a grievance or
receives no response within the prescribed period, he may
register a complaint with the National Commission for
Personal Data Protection (NCPDP) in such manner as may be
prescribed.

Right to data portability and automated processing under
PDPB 2023, s.29 is the right of the data subject to receive his
personal data from a data controller in a proper form, that is
easy to use and in a machine-readable format, and the data
subject shall have the right to transmit that data to another
data controller or processor without any objection where:

(a) the data subject has given his explicit consent; and

(b) the processing is carried out by automated means.

With the exception of processing of data for the purposes of
public interest.
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Secondly, the data subject shall have the right not to be sub-
ject to a decision based solely on automated processing,
including profiling, which results in legal obligations or signifi-
cantly harms the data subject, unless the data subject has
given his explicit consent. Additionally, the data subject shall
have the right to obtain from the data controller:

(a) specific information about automated decision-making
including profiling,

(b) human intervention.
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The implications of digital identity

Some individuals mistakenly believe that aQ
once they delete content from social media,
it is gone forever. This is not the case. Even if
a website or post is removed, online caches
often retain those entries, meaning nothing

shared online is truly private.

LLL
"
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Meta Data” Caches * Cookies ”
Metadata is data Acacheisa Cookies are small
that provides hardware or pieces of data sent
information about software from a website and
other data. It component that stored on the user's

includes details
such as the author,
date created, date
modified, file size,
and more, which
helps in organizing,
finding, and
understanding the
data.

stores data so that
future requests for
that data can be
served faster. The
data stored in a
cache might be the
result of an earlier
computation or a
copy of data stored
elsewhere.

computer by the
user's web browser
while the user is
browsing. They are
designed to be a
reliable mechanism
for websites to
remember stateful
information or to
record the user's
browsing activity.
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It is important to exercise caution with the information
people share online and it is a good practice to regularly
search one’s name on search engines to monitor personal
information that may have been shared without consent.
Every online action leaves a traceable digital footprintz,gwhich
websites collect to identify, track, and commodify users,
often selling this data to advertisers. Social media platforms
like Meta and various free online applications, including
those for social media, gaming, delivery, and entertainment,
access and collect data from mobile phones. It is important
to review app permissions carefully to understand the data
that is being shared.

Growing digitization and its impact
on privacy

In Pakistan, the rapid growth of digitization has significantly
changed interactions, business conduct, and daily management,
but it has also raised privacy and data security concerns. The
easy accessibility of personal information online increases
vulnerability to cybercrime, with stolen data often sold on the
Dark Web’Using the same password across multiple sites
heightens the risk of cyberattacks, potentially leading to
financial losses and identity theft. To protect personal infor-
mation, individuals should regularly update passwords, monitor
their online presence, and be cautious about sharing personal
data.
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Term Definition PDPB Distinction
Definition

Data Breach™ | Adatabreach | S.2 (aa) Involves
isanincident | “personal data | deliberate and
where breach” means | malicious
unauthorized a breach of action to
individuals security obtain data,
gain access to | leading tothe | often through
confidential, accidental or cyberattacks
sensitive, or unlawful or hacking.
protected destruction,
data. This can | loss,
result from alteration,
cyberattacks, | unauthorised
hacking, or disclosure of,
theft. or access to,

personal data
transmitted,
stored or
otherwise
processed;”
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Term Definition PDPB Distinction
Definition

Data Leak | A data leak is an Thereisno | Occurs
incident where definition unintentionally,
sensitive giveninthe | often dueto
information is draft. errors or
unintentionally negligence,
exposed to the leading to
public or accidental
unauthorized exposure of
parties, often due sensitive
to internal errors, information.

misconfigurations,
or negligence.
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Conclusion

The right to privacy, through various international treaties, in-
struments and national and regional frameworks is estab-
lished as a fundamental human right to be afforded to all
human beings.

Pakistan is a democratic nation that awards the same to its
citizens, however the advances in technology, the floodgate
of data consumption and protection and the lack of a trans-
parent and comprehensive data protection regime puts the
citizens of the country at risk.

Policymakers in Pakistan have a vital role in protecting the
rights of citizens in an era of increasing digital risks. With per-
sonal data vulnerabilities, unchecked practices, and inade-
quate oversight becoming more pressing issues, it is essential
to introduce and enforce comprehensive legislation that
upholds the right to privacy and human dignity. By taking
proactive steps to regulate data use and ensure accountability,
policymakers can set a strong precedent that safeguards
citizens' digital rights and fosters trust in the legal framework
regarding data privacy.
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